Bell Services West PSAP Benchmark Service Description
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Overview

Bell Services West (BSW) will retrieve Call and Call Detail Part Records from PSAP server using a USB
Flash RAM storage device and data retrieval application. This application will access the PSAP server
database via a ODBC connection to the server's SQL Server database. In order to be able to connect to
the PSAP server database, your PSAP equipment vendor must first provision the database for a new
User with “Select Only” access to the Call Record and Call Detail Part tables. This user name, Login and
Password is to be determined PSAP equipment vendor. PSAP equipment vendor should also provision
the server with a new User login and Password or use one already available to your PSAP’s personnel.

Once the server and database has been provisioned, the PSAP personnel can create a new ODBC
connection (See Appendix B) and then run the BSW data retrieval application. When the all the tables
have been copied into the USB Flash RAM, it should be removed, placed in the prepaid mailer and
mailed back to BSW. If the results file is small enough (10M or less) when zipped, then the PSAP
personnel can email the files to BSW as an attachment.

BSW will then analyze the data and produce reports with in 7 working days. Preliminary reports will be
emailed back to your center for review



Method

The following method will be used at each PSAP location.

1.

BSW will mail a preprogrammed USB Flash RAM module to a location specified by PSAP
group.

The PSAP personnel will have PSAP equipment vendor provision the PSAP Server and CDR
Database with a “Read Only” User, Login and Password that can be used by the PSAP
personnelonly.

PSAP personnel will place the USB Flash RAM in a spare USB slot in the PSAP Server or
one of the PSAP position PCs (See Fig. 1).

The PSAP will install (if needed) and run the data acquisition program that resides on the
USB module

When the application has completed retrieving all the data, the PSAP personnel will remove
the USB module and mail it back to BSW in the prepaid preaddressed mailer provided or Zip
the results folder and email the zip file to BSW.

Within 5 to 7 days after receiving the USB module, BSW will analyze the data and generate
the customer identified reports.

BSW will then email the reports to the PSAP for their review. If additional reports are required,
BSW will generate and email them within one to two days.
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Figure 1 - USB Installation



Requirements and Required Actions

The following hardware requirements and software activities will need to be provided.

PSAP Server

The PSAP Server should have at least one spare USB 1 or 2 port, If a spare port is not
available, BSW will provide the PSAP a USB Hub.
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Figure 2 — USB Flash RAM Placement

PSAP equipment vendor

The following procedure needs to be completed before an ODBC connection can be
established. It only needs to be done once at each PSAP. Once completed, the PSAP will
be able to access the Call Record data at any time for any reason.

1. A new user must be added to the PSAP Server (See Apeendix C). This user’'s
permissions should allow the user to access the SQL Server database.

2. A new user must be added to the SQL Server database. This user should only be
allowed to read the ADAP database and only view (“Select”) the Call_Records and
Call_Detail_Part tables.

3. If access from a Position PC is required, the directory for the SQL Database
should be shared over the network so that the Position PC can see the ADAP
database.

This process should not take more then 15 minutes to complete.



The PSAP

BSW

The following procedure will need to be done at every PSAP location. It only needs to be
done once at each PSAP.

1. A ODBC connection needs to be created to access the SQL Server ADAP
database. (See Appendix C)

2. Once the ODBC connection has been created and tested, the BSW PASP
Benchmark program should be run from the USB module.

Note: it may be necessary to install the BSW application first before running it if the
Server does not have the appropriate data access Active X components.
This will not require the server to be rebooted and can be installed
without stopping any programs

3. Once the BSW application has completed downloading the Call Detail Record data
as indicated by the application, the USB Module should be removed and placed in
the prepaid mailer provided.

4. The prepaid mailer should then be placed in the mail.

This procedure should not take more then 30 minutes to complete, even if the BSW
application has to be installed.

1. Upon receipt of the USB module, BSW will convert, process and analyze the CDR
data. BSW will then generate and will email reports to identified PSAP personnel
within 5 to 7 days.

2. BSW analysts will be available to explain the reports and the results analysis.



Tentative Schedule

This schedule is to be used for planning purposes only.

# | Task BY Start Finish  Notes
Configure Database
Troup ‘A” PEV
Create ODBC Connection
Troup ‘A” PSAP
Retrieve Database Table Records
Troup ‘A” PSAP

PSAP = PSAP personnel

PEV = PSAP Equipment Vendor
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My PSAP Performance Report Card
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Appendix A — SQL Server Enterprise Manager

How to add a Windows user or group access (NT)

1. Open Computer Management (Local).
2. Right Click on Local Users and Groups and select <New User>
3. In Name, type your user name, click Add, and then click OK.
4. If your computer is part of a network, type your complete user name as follows:
domainname\username.
Notes
Only a member of the Administrators group can add a user to the Administrators, Backup
Operators, or Replicators group.
To open Computer Management, click Start, point to Settings, and then click Control
Panel. Double-click Administrative Tools, and then double-click Computer Management.
Example:
E Computer Management HEIE
J Action  Wiew |J A o= | | |@
Tree I Mame | Full Name | Descripkion
Open the User item g Computer Managementt {Local] .D.dministratnr Built-in account For administerir
in the Local Users Eﬁ& System Tools Q.D.SPNET A5P.MET Machine Account Account used for running the £
@ Ewent Vigwer mcunnl Conneticut Trial 1 Conneticuk: Trial 1

and Groups tree g Systemn Information mdavid David Martin

ﬁ Performance Logs and Alerts mgene Gene Pester

b=l Shared Falders 7 Glest Guest Built-in account for guest acce:
2, Device Manager QIUSR_QI 15E... Internet Guest Account Built-in account: Far ananymaous
#J Local Users and Groups G 1snternetlser - TsInternetliser This user account is used by Te

Refresh
Expork List...

@ Remo
[EI--% Services | Help

Creates a new Local User account |



Enter the new login User name and

Password if required.

Make sure thé&assword never expires

option is checked.

Click the <Create> button.

New User (BSW)
appears in the
Computer
Management window.

New User
U szer name: IBSW
Euill name: IBSW
D escriptior; ILDCEI| Usger
Pazzword: I
Confirm pazsword: I

[T Wzer must change password at next logon

[ User cannot change passwaord

¥ Pazsword never expires

[T Account iz dizabled

E Computer Management

Create I

Cloze

J fckion  Wiew “ e -P|| |@

Tree I

WENE | Full Marme

| Descripkion

g Computer Management {Local)
EI@ Syskem Tools
@ Event Viewer
@ System Information
ﬁ Performance Logs and Alerts
7-L ] Shared Folders
B Device Manager
Local Users and Groups

&

[—]--@ Storage

--[_] Disk Management
i @ Disk. Defragmenter

.i=a Logical Drives

@ Removable Storage
EEI--% Services and Applications

lg.ﬂtdministratur

% asprET

A5P.MET Machine Account

Built-in account For administerin
Account used For running the £

e BSW Lacal User
lgcannl Connekicut Trial 1 Connekicut Trial 1
lgdavid David Martin

lggene

zene Pester

gGuest Guest
#1USR_9115E.,,  Internet Guest Account
lgTsInternetUser TsInternetlser

Built-in account For guest acce:
Built-in account For anonymous
This user account is used by Te




How to Add a New User to the SQL Database (Enterprise Manager)

Open the Database

tree.

To add a Windows NT 4.0 or Windows 2000 user or gro  up to a database

1. Open the Enterprise Manager by clicking on the <Start> Expand a server group, and then
expand a server.

2. Expand Databases, and then expand the database to which the user or group will be
granted access.

3. Right-click Users, and then click New Database User .
In the Login name box, type or select the Microsoft® Windows NT® 4.0 or Windows®
2000 user or group name to which database access will be granted.
If this user has not been grated access to the SQL Server, then select <new> from the
drop down box and proceed to adding a new SQL Server User.

5. Optionally, in User name , enter the user name that the login is known by in the database.
By default, it is set to the login name.

6. Optionally, select database role memberships to be granted to the user or group in
addition to public , the default.

Example:

‘it SOL Server Enterprise Manager

File Acton View Tools Window Help
e~ BE - FHAB 2 & N ORE

‘i Console Root\Microsoft SOL ServersiSQL Server Group\(local) (Windows NT)
Consoe Root | (local) (Windows NT) & Ikems

= - Microsoft SQL Servers = = = =
= @ SGL Server Group E’ ‘:’ C’ I [— I E’ L—,

=-E T

= q’ Databases Data
[#-[_1] Data Transformation Ser
[+[Z] Management
[+ Replication
[#-{] Security
= D Suppert Services
[#- [ Meta Data Services

Management  Replication Security Support Meta Data
Transforma... Services Services
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Open the ADAP database and
right click on the Users item.

The Database User Properties — New
User window appears.

Enter the user Login name and User
name if different.

Click the <OK > button.

it SOL Server Enterprise Manager

File
-

Action View Tools Window Help

AEXFRE @ %k N0 ®BG

i Console Root\Microsoft SQL Servers\SQL Server Group\(local) (Windows|

(L] Console Root ADAP 11 Items
- Microsoft SQL Servers =
= ﬁ S0L Server Group EFl:r.l
- [y (wind
a’ Iﬂglﬁll{;:;s::s NT) Diagrams Tables Views
= F
=2 Diagrams Ij ﬁ
Tables e
" Views Defaults User Defined  User Defined
o Stored Procedure Data Types Functions
o

Mew Database User...
Mew Window from Here

E
F Refresh
£

4 master
model
msdb
Morthwind
4 pubs

Help

[ [ [

T emiamh Hlmm=lh A Amer BT Nadabhara-t ATVAT

Database User Properties - New User g|

ErVErs

General

Group
':E::::S NT) Login name: j
ADAP User name: |BSW
EI:E Diagrams
Tables Database role membership:
&a" Views

= Pemit in Database Role

1 db_owner
1 db_accessadmin

(=] Defaults 1 db_securtyadmin
gﬂ o gz:‘ 1 db_ddladmin
ﬁ Full-Text 1 db_backupoperator
master 1 db_datareader
model [ db_datawnter
msdb 1 db_derydatareader
Marthwind 1 db_denydatawriter
pubs
tempdb
a Transforma Properties...
1agement
Jlication

o |

Cancel \ Help |

urity

—— P T




S0L Server Login Properties - New Login

The SQL Server Login Properties — New

. . General lSen.rer Roles ] Database Access ]
Login window appears.

m‘j’ Name: | ]

Authentication
* Windows Authertication

Here is where you set whether the user will
use the Windows Authenticity (default)  or

SQL Server Authenticity to log into the SQL Domain: =l
Server. Security access:

{* Grant access
(" Dery access
If Windows Authenticity is desired, select
the ADAP database as the default database ¢ SQL Server Authentication
form the Database Dropdown list. |

Defaults
Specify the default language and database for this login.

If SQL Server Authentication is desired,

click on the SQL Server Authentication Dat .
) : abase: | master |
option. Enter a Password (optional).
Language: |<Defaut> |
Click on the <OK> button. 0K | Caced |  Hep |

i SQL Server Enterprise Manager

File Action View Tools ‘Window Help

&+ B 2k N8, @ |

‘i Console Root\Microsoft SQL Servers\SQL Server Grou pi(local) (Windows NT)\Databases\ADAP\Users

|:| Console Root Users 2 [kems
= Microsoft SQL Servers Mame | Login Name | Database Access |
- ﬁgLﬂSarvl?:?ﬂn;p NT) %dbo MAX\gene Permit
2 [:olﬁbamblgs::s %Mnxmgerl MAX \user1 Permit
-k ADAP
Elﬁ Diagrams
[ B S

The new user now appears on in the ADAP Database Users tree.
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‘il SOL Server Enterprise Manager
File  Action View Tools Window Help

i Console Root\Microsoft SQL Servers\SQL Server Groupl(local) (Windows NT)\Databases\ADAP\Users

I:l Console Root Users 2 Items
= %:rosoﬁ: SQL Servers Mame | Login Name | Database Access |
= SQL Server Group .
dbo MaX\gene Permit
- E’ (local) (Windows NT) m ” \g
~-(2] Databases G MAK \user 1 X
=B apap Mew Database User...

=2 Diagrams All Tasks | Manage Permissions...
Tables
G Views Delete

4 Stored Procedurs P b
{f Users

Roles Help
=/ Rules

Right click on the new user and select the All Tasks — Manage Permissions item.

Database User Properties - ADAP

Find the Call_Detail Part and pmmns]
Call_Record Tables in the
Database User Permissions m? Database user: MAXwsert [~
— ADAP window.
{* List all ohjects

A (" List only objects with permissions for this user
Check the $ELECT] option Object Owner SELECT |INSERT |UPDATE DELETE EXEC (DRI [~
for each table. Call_Detail_Pat dbo o O O O E

P=lcal_Records  dbo oo
dt_addtosour... dbo
dt_addtosour... dbo
dt_adduserohject dbo
dt_adduserob... dbo
dt_checkinobject dba
dt_checkinob... dbo

Click on the ©K> button.

O
1joooooao
|
I

[

ENENENENEN

|

Columns...

OK | Cancel Apphy Help
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Appendix B - Creating an ODBC Connection

To access the ODBC Data
Source Administrator:

Click on <Start > <Settings >
<Control Panel > and double
click on <Administrative
Tools >

An Administrative Tools
window will open. In that
window, double click on the
<Data Source (ODBC) > item.

In the ODBC Data Source
window, click on the <Add >
button.

A Create New Data Source
window will appear.

Click on the SQL Server item
and then click on the <Finish >
button. This will cause the
Create to New Data Source
for SQL Server window to
appear.

Administrative Tools

File Edit Yiew Favorites

Tools  Help

0] x|

SBack ~ = - | &isearch  [YFolders €8 | 5 EE X = | Eq-

Address I Administrative Tools

j @Go

Mame <

Size | Tvpe | Modified |

Eﬂ Component Services
Computer Managernent
Configure ¥aour Serwer
Data Sources [ODEC)
EE Distributed File Syskem

Ewvent Yiewer

ﬁlnternet Services Mana. ..

%Licensing
@ Local Security Policy
@Performance

Routing and Remote Ac...

%SBrvices

ﬁTelnet Server Administr,,.
é Terminal Jervices Client. .,
, Terminal Services Confi...
EﬁTerminal Services Mana. ..

1 e Shevckook 134 MEmA 40T kA

£710DBC Data Source Administrator

User DSMN ISystem DSM | File D'SM I Driversl Tracingl Cannection F'oolingl Abiowt |

| Diiver | Add... |

User Data Sources:

Microzoft dBase Driver [*.dbf)
M5 Access Database  Microsoft Access Driver [*.mdb)

SOLapap SOL Server

Visio Databasze Samples  Microsoft Access Driver [* MDE)
Wisual FoxPro Database  Microsoft Wisual FoxPro Driver
Wigual FoxPro T ables Microzoft Visual FoxPro Driver

Excel Files Micrazoft Excel Driver [+ xls) Remove |
Probrmon Microzoft Access Driver [*.mdb) Configure... |

and can only be used on the curent machine.

An DDEC User data source stores information about how bo connect to
the indicated data provider. A User data source iz only wisible to you,

Ok, I Cancel Lpply

Help

A rermrwes. and corfionees Onen Dakahase Connectivice (ONRCY data snurces an 152 KR

£ ODBC Data Source Administrator

User DSH | Systern DSM | File DSH | Drivers | Tracing | Commection Pocling | About |

User Diata Soure

Mame

dBASE Files
Excel Files
M5 Access Da
Probman
SALADAP
Wigio Database
Wistal FoxPro [
Wisual FoxPro 1

A0
the ir
and

Create New Data Source

3]t coramker

Select a diver for which you want to set up a data source.

MHame

[v ]

icrozoft ODBC for Qracle
icrozoft Paradox Driver [*.db )
icrozoft Parados-Treiber [*.db )
Microzoft Text Driver (%t = cav]
ticrogzoft Test-Treiber [*.tat; ¥ cav)
Microzoft Visual FoxPro Driver
icrozaft Visual FoxPro-Treiber
SOL Mative Client

D [ O 00 e P P e D

-

< Back I Finish I

Cancel
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Create a New Data Source to S0)L Server E

How zhould SCL Server verify the authenticity of the login (DY

At this point you have two
options.

Authenticate using network
login ID (Default) or
Authenticate using SQL Server
Login ID and Password.

 Wwith "indows MT authentication using the nebwork login 0.

o 'ith SOL Server authentication uzing a login D' and passward
entered by the user.

To change the network library uzed to communicate with SCL Server,
. click Client Configuration.
If a login and password was

provided to the SQL Server
Database, then click on that
option, enter the login and
password and click on the

Client Configuration...

Connect to SEL Server to obtain default settings for the
v - A ; -
additional configuration options.

<Next> button. Login D |
Paszsword: I
If a login and password was
NOT provided to the SQL
Server Database, then click on < Back I Mest Eamesl Help
the <Next> button.
|
The Microsoft SQL Server

DSN Configuration window
appears.

Using the Dropdown box,
select the CDR database from

master
miodel

. . db
the list and click on the <Next> tempdb
! statements
button. and drop the stared procedires;

% Ol when pou dizconnect

when pou dizconnect and as appropriate while you are
connected,

W Use ANSI quated identifiers,
W Use ANSI nulls, paddings and warmings.

r Ilze the falowver SEL Serer it the primany SEL Servern & not
available,

< Back I Hext » I Cancel Help
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Microsoft SQL Server DSN Configuration E3
[~ Change the language of SOL Server system messages bod

| Engiish =

[~ Use shong encryption for data

A second Microsoft SQL
Server DSN Configuration
window appeatrs.

Accept the defaults and click
on the <Finish > button.

¥ Perfarm translation for character data

Use regional zettingz when outputting currency, numberz, dates and
r tirnes.

[~ Save lang running queries ba the lag file:

|CAUERY.LOG Bowise... |
Long query time [millizeconds]: |3|:||:||:||:|

[ Log ODEC diiver statistics to the log fils:

[CASTATSLOG Brovise:.. |
¢ Back I Finizh I Cancel | Help |

m ODBC Microsoft SQL Server Setup

A new DODBC data zource will be created with the fallawing
configuration;

Mizrozaft SGL Server ADBC Driver Yersion 03.81.93031 :I

The ODBC Microsoft SQL Server
Setup window appears.

Data Source Mame: SOLADAR

Data Source Description:

Server: 9115ERVERMSOLEXPRESS
Database: ADAP

Language: [Default]

Tranzlate Character D ata: 'es

Log Long Running Buenes: Mo

Log Diriver Statiztics: Mo

Ilze Inteqrated Security: Mo

|1z Regional Settings: Mo

Prepared Statements Option: Drop temparany procedures an
dizconnect

Ilze Failover Server Mo

Ilze AMSI Quoted |dentifiers: V'es

lze AMSI| Mull. Paddings and YW armings: ves
Drata Encryption: Mo

To verify that the connection
works, click on the <Test Data
Source > Button.

[/

] | Cancel |

16



If a Tests Completed Successfully ! dialog

comes back, click on the <OK> button.

If an Error Message comes back, contact

S0L Server ODBEC Data Source Teskt E

— Test Resultz

bicrogsoft SGL Server QDEBC Driver Yerzion 03.81.9031 ;I

Running connechivity tests.

BSW Customer Support at 818-999-0980 for Attempting connection
help Connection establizhed
’ " erfying option settings

The new ODBC connection now
appears in the ODBC Data
Source Administrator window.

Dizconnecting from server

TESTS COMPLETED SLICCESSFULLY!

£10DBC Data Source Administrator EHE

User DSM | System DSH I File D'SM I Driversl Trau:ingl Connection F'u:u:ulingl About I

Uszer Data Sources:

M ame | Drrivver | Add... |
dBASE Filez icrozaft dBase Driver [*.dbf]

Ewcel Files Microzoft Excel Driver [*.xlz] Bermove |
WS Access Databaze  Microsoft Access Driver [*.mdb]

Probmon Microsaft Access Driver [*.mdb)

SOL Server

Yizio Databaze Samples  Microzoft Access Driver [*.MDOB]
Yizual FosPro Databaze  Microzoft Vizual FosPro Driver
Yizual ForPro Tables Microsaft Wisual ForPro Driver

An ODBC User data source stores infarmation about how to connect to
the indicated data provider. A Uszer data source iz only visible to pou,
and can only be uzed on the curent machine.

(] 4 Cancel Aoy Help
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